a-Estonia:

the coolest digital society

s


Presenter Notes
Presentation Notes
Hi! My name is X and today I will tell you about the various aspects of managing the digital state in Estonia:

Why was the decision made to go digital?
How did digitalisation become so pervasive in Estonian society?
We’ll talk about public administration and management in digitalisation, budgeting, regulations and roles.
And of course, we will also talk about the future!

Before we get started, I would like to let you know that this presentation and a wide range of factsheets and Q&A’s are all on the website:  https://e-estonia.com/facts-and-figures/


a modest country

extending beyond its borders

population: 1.3 million
area: 45,339 km?2
currency: Euro

member of: UN, EU, NATO, OECD, CERN

employees in the ICT sector contribute to 10% of the
GDP
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But let’s talk about the roots of all of this. I suppose the question on everyone’s mind is: Why did digitalisation happen here? There are several factors that came together in the end – some of them provide the factual context, others depend on more intangible things such as culture and values.

Estonia is a relatively big country with a relatively small population and had a small government budget of around €130m when it regained independence in 1991. Quite frankly, it couldn’t offer traditional bureaucratic structures because of a lack of money and manpower. Also important to be kept in mind that Estonia is a sparsely populated country, meaning developing digital services could give a more convenient access to people living in the most remote areas of Estonia and ensure the equal accessibility for different demographic groups regardless of location.
At least equally important as these fundamental challenges was the fact that Tallinn had been the home of the Soviet Union’s cybernetics institute since the 1960s, so some of the required IT talent was already in place.
Another factor may very well have been Estonian culture: You see, Estonians are not the most talkative people on earth so, for them, digitalisation would save not just time and money but also the need to interact with people at government offices. 

All of this came together in 1994 when the parliament signed the first draft policy on digitalisation. So, as you can see, these developments were based on bare necessity as much as forward-thinking mindset. 

Of course, there were also challenges. When Estonia started building its information society about two and a half decades ago, there was no digital data being collected about its citizens. The general population did not have an internet connection, let alone devices with which to use it. It took great courage to invest in IT solutions and take the information technology route. Luckily, our decision-makers demonstrated great courage in taking difficult but necessary decision to pursue the digitalisation route.
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Digital governance depends on much more than functional e-services and self-service environments. There are fundamental principles and values that are considered in public administration in running a digital state.

The more familiar you get with Estonia’s e-state, the more you will surely notice how simple and user-friendly many of the services are. This is because of what we call the citizen-centric approach. Of course, one always has to take into account what specialists and other interest groups are thinking – doctors should be consulted for the implementation of the health portal, there are always legal concerns and requirements for the provision of new services. But at the heart of all of this, Estonia has always focused on what the end-user, i.e. the citizen demands, how government can make their lives easier and re-design its services to provide a more convenient user experience while engaging with the government. Also, constantly ask feedback and take people’s opinion and demands into account while developing digital services and environments.

Consistent to citizen-centric principle, Estonia is focusing on delivering value and good user experience that is often found in private sector and not so commonly on the government level. But there is no objective reason why public services would have worse customer experience. That can be achieved through coordination of the government’s authorities and clear role attribution. As Estonia’s public administration is very decentralized and does not offer single one-stop shops, clear responsibilities and defined areas of governance need to be agreed on. Every authority cannot offer every public service. Similarly, responsibility cannot lie with an abstract public sector, but specific product and service owners need to be distributed to be in charge of development and innovation, but also taking liability and be held accountable when processes fail.

Digitalisation also should enhance e-democracy, participation and increase transparency. In Estonia’s legislation and according to GDPR, all the personal data legally belongs to the respective person. Therefore, it is essential to give access to their data, give people exclusive rights to their data (statements of intention with medical data or consent service for data sharing), and traceability tools where overview of their data usage by different entities are visible (Data Tracker on State Portal https://www.eesti.ee/et or medical logbook on Health Portal https://www.terviseportaal.ee/

Estonia is widely using different technologies and digital solutions in the government level. However, incorporating emerging technologies and vast digital ecosystem in public sector has been thanks to the open-minded approach to public-private partnership. Both, the public and private sector understood the need to build up our country as an information society and integrate e-state solutions as they are created. Thus, the banking sector pushed hard for secure online authentication methods and were the first to fully embrace solutions like Mobile-ID and Smart-ID as the electronic ID authentication methods. Similarly, nowadays, the Estonian Government does not develop its technology but mainly outsources it from private sector providers, mostly in microservices to benefit from the best solutions private sector competence and talent has to offer.

Digital transformation in public sector is mainly focusing on cutting the bureaucracy and building a convenient services enabled by technology. But one must never underestimate the importance of psychological change that people need to go through in order to change their habits and re-learn their communication ways with their governments. Thus, education, trainings and raising awareness of ongoing changes in the society are an inevitable part while introducing digital services. Back in 1996, Estonia introduced an education program called the Tiger Leap (https://www.educationestonia.org/wp-content/uploads/2023/01/tiigrihype2007ENG_standard.pdf), equipping all public schools with computers and internet connection ever since, but also embedding ICT competences into the national curricula. Similarly, a range of public training courses take place to train adult and elderly population the ICT skills necessary, and continuous raising awareness campaigns that introduce the newest solutions to a wider audience or address constant cyber threats and turns people’s attention to the necessity of keeping a high cyber hygiene with a campaign Ole IT-vaatlik (https://www.itvaatlik.ee/). Still, we have not yet mentioned the first-line users and enablers of digital services - the civil servants. As the digitalisation processes advance and become more complex, civil servants need comprehensive support to upskill and keep informed of the digitalisation processes that are taking place. There is a strong misconception that due to digitalising all Estonia’s public sector, the amount of civil servants has reduced drastically. It’s simply untrue - Estonia needs more governments workers than ever to develop and run the digital society, but we simply need digitally-savvy civil servants to complement the existing online environments. For their ongoing development, Digital State Academy (Digiriigi Akadeemia https://www.mkm.ee/en/e-state-and-connectivity/digital-skills/digital-state-academy) was launched in 2022 with the objective to offer a public open platform free of charge for everyone who are interested in learning the appropriate skills needed for the development of Estonia’s e-state.

Cyber security is undeniably essential for the functioning of a digital society. As such a society is inevitably exposed to cyber threats, Estonia has taken the lead by making substantial investments in cyber security infrastructure, resulting in the development of extensive expertise in this field. This has earned Estonia a well-deserved reputation as one of the most renowned and respected international cyber security experts. Cyber security should not be an isolated aspect but rather integrated into the very design of digital components. For instance, our X-Road and eID systems incorporate the highest cyber security standards to ensure robust protection. By prioritizing cyber security and embedding it into every aspect of our digital society, Estonia continues to lead the way in creating a safer and more secure digital future.

Another component contributing to cyber security is a distributed and decentralized architecture without one single entry-point. However, detaching all key registries and service-providers from each other and you will create massive data siloes without any integration, compromising citizen-centric services and real-time interaction. For Estonia’s digital society to be catering to the needs of the end-user, interoperable network is the foundation here with strong authentication using electronic ID and safe data exchange happening via X-Road software layer. It’s the software backbone that encrypts and transfers our data. X-Road interconnects public and private databases, which are held in a distributed manner. While every institution manages its own processes, government institutions can decide independently which platforms and technologies they use over X-Road. This interoperable ecosystem not only simplifies the life for service users and providers by removing duplicated data entries, but also creates a trusted network of data exchange via regulated and transparent platform.

And so, we reach to the very foundation of any state, digitally empowered or not - legal framework and social or political agreements on how the society functions. Similarly in Estonia, legal framework was the first priority to be drafted in the recently re-independent state. It is formed considering international and national standards for technology and processes, international law and regulations, constitutional law; also influenced by the global and regional market competition and users’ demands, and state’s political agreements in public administration and provision of services. In creating legal framework, one should always consider the fine balance between regulating enough to ensure safety and security but avoid over-regulation and rigid detailed laws that leave no room for flexibility and changes the law-makers are not able to foresee. A good example is Estonia’s Identity Documents Act (https://www.riigiteataja.ee/en/eli/ee/504112013003/consolide/current), passed in 1999, that establishes an identity document requirements and regulates the issue of it. However, and amendment was added to the Act in 2009 that stated also the digital identity card as a form of identity and gave it a legal force to use as an identification in digital environment. In 2023, together with the development of the native state app MVP mRiik, (https://www.ria.ee/riigi-infosusteem/masinoppe-ja-keeletehnoloogia-lahendused/mriik) once again Estonia is adapting to the changed needs and looking into possibilities how digital documents, without their physical carrier, could be similarly legally binding and accepted as the already regulated carriers of digital identities. This example is a reflection of open-mindedness towards understanding that technology changes faster than any country can regulate it, and being flexible in designing laws and modifying them when the necessity arises.
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Previously we touched on the decentralised management in Estonia’s public administration. The current visual is reflecting the separate ministries responsible for the creation, management and provision of the services belonging to their sphere of governance, but at the same time form an interoperable network via the data exchange platform, X-Road. Data management and storage is regulated with the Public Information Act (https://www.riigiteataja.ee/en/eli/514112013001/consolide), passed in 2000, with the purpose to ensure that the public and every person has the opportunity to access information intended for public use, based on the principles of a democratic and social rule of law and open society, and to create opportunities to the public to monitor the performance of public duties. Hence, there is no central database for efficient data usage neither storing.

Decentralised architecture is very smart way to create an infrastructure resilient for cyber security standards and distributes clear roles of responsibility as everybody cannot provide everything simultaneously, neither is it in any means efficient. On the other hand, detached government authorities might live in their sealed echo chambers and be completely oblivious of what other ministries are providing. Here we refer back to the citizen-centricity and the justified expectation from the end-user to wish a consistent and similar public sector, regardless of the area of governance.

In order to ensure a coherent state and maximum probable collaboration level between ministries and the authorities in their domain, a non-political office of the Undersecretary for Digital Transformation, or The Government Chief Information Officer fills the coordination role. According to Estonia’s Digital Agenda and political agreements, the CIO organises the development of statewide digital services and the arrangement of the provision of shared IT-services across the IT houses. Also, they are responsible for policy-making and creating standards related to digital transformation and monitor their implementation. Of course, developments and coordinated digital services require shared budgeting, but that we will discuss later on during this presentation. To conclude, the role of Government CIO is not to solely develop the e-state centrally but manage better the collaboration of every ministry to ensure the best user-experience for people.

Below the bigger ministries you can see corresponding IT houses that are responsible for data hosting services, server management and in addition to aforementioned RIT (State IT) also provides centralised computer workplace base service (ATK teenus = arvutitöökoha alusteenus). Even though, Estonia has adopted and is using the services of the Government Cloud, (Riigipilv https://riigipilv.ee/) still the everyday practice is to hold on-premise server parks and data centres physically in the domain of each ministry that the IT houses are enabling.

Official JUSTDIGI STATEMENT – the value lies in evaluating the legal space in how and to what extent the digital state is governed, going from service-based assessment to a whole of ministry view. This makes it easier to unify systems and grant a greater level of clarity. Since we have grown since 2005 and instead of a local level view we need to take into account a pan-European view where we, similarly to our private sector take aim at becoming global. From an economic side of things JDM helps us consolidate services and retain the high quality we offer. 

NEW STRUCTURE:
CIO 1 – DIGITAL GOVERNMENT (legislation, public-facing)
CIO 2 TECHNOLOGY, CYBER, CONNECTIVITY
RIA – dual governance (TTJA stays under MKM, RIA and RIT under JDM)

For more international information, EU’s NIS2 directive will add additional context by the end of 2025
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Given the political situation in the early 1990s, the political parties were largely in agreement that Estonia had to catch up with its Nordic brothers and sisters and one of the primary tools for this was digitalisation because it would accelerate and streamline public bureaucracy while also saving time and money for the citizens that would use these digital services. So, it’s fair to say that the political leadership at the time was very digital-minded. Neither in the 1990s nor nowadays is there a party that wants to go back to paper.

As there are never enough resources (especially during the early days of our re-independence) it is essential to make sure that those resources we do have are wisely spent. Hence, this is why central coordination is required for effective digital transformations. Central coordination in the public sector is crucial because it ensures streamlined integration, optimized resource allocation, and consistent strategic direction. By centralizing efforts, governments can effectively align various departments, share best practices, and implement standardized frameworks, leading to enhanced interoperability, increased efficiency, and cost-effectiveness. Considering creating coordination and leading bodies for each larger horizontal services might clarify the leadership and responsibility and also focuses on delivering results, rather than only declaring priorities without taking any action. Additionally, central coordination facilitates the identification and resolution of potential challenges and fosters collaborative innovation, ultimately empowering the public sector to harness the full potential of digital technologies for the benefit of citizens and society as a whole.

A central framework and strategic direction are necessary to ensure overall coherence and alignment with national goals, regulatory requirements, and security standards. In Estonia everyone has to be compatible with the X-Road and use the state issued eID. However, by decentralizing the implementation, individual departments and local authorities can tailor digital transformation initiatives to their specific needs and challenges, fostering adaptability and responsiveness to the unique circumstances of different regions and services. Decentralization empowers local stakeholders to make agile decisions, experiment with new technologies, and identify innovative solutions that best serve their communities.

Transparency is important because it fosters trust, accountability, and informed citizen participation. When government agencies provide clear and accessible information about their services, processes, and decision-making, it enhances public confidence in the system. Transparent services allow citizens to understand how their data is collected, used, and protected, reducing concerns about privacy and security. Additionally, digitalized public sector helps to keep the government sector thin and make it more effective by streamlining operations, reducing bureaucratic inefficiencies, and enabling data-driven decision-making. With the implementation of digital tools and platforms, routine administrative tasks can be automated, freeing up valuable time and resources for government employees to focus on more strategic and impactful initiatives. By embracing digital transformation, governments can operate with leaner structures, optimize service delivery, and respond swiftly to evolving challenges, ultimately making them more effective in meeting the needs and expectations of their citizens.

Technology in Estonia is neutral and open-source. It is crucial to us that public solutions should not be vendor-locked to promote competition, innovation, cost-effectiveness, and long-term sustainability. When public sector organizations are locked into a specific vendor, it restricts their ability to explore alternative solutions and technologies, hindering innovation and improvement. Vendor lock-in can lead to monopolistic practices, limiting the choices available to governments and potentially driving up costs. By avoiding vendor lock-in, public sector organizations can ensure a competitive market, foster continuous advancements in digital services, and maximize the value they receive from their technology investments. 

In order for us to sleep soundly at night, Estonia puts centre focus on data protection. In an increasingly interconnected and data-driven world, safeguarding personal and sensitive information is paramount to preserving individual rights, privacy, and even national security. By fostering a culture of data privacy and implementing strong cybersecurity protocols, Estonia created a resilient digital ecosystem that benefits both citizens and the broader society.

Lastly, the coolest digital society should benefit all of its citizens. Our priority since the late 90s has been to make sure everyone can access computer literacy programs to make sure we minimize the digital divide. Making sure on the state level that people have at least general computer skills not only helps to onboard them to digital services but also future-proofs people in Estonia. In today's technology-driven world, access to digital tools, the internet, and digital skills are critical for education, employment opportunities, and civic participation. By bridging the digital divide, we can ensure that all citizens, regardless of their socioeconomic background or geographic location, have equal opportunities to benefit from the advantages of the digital age.
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As you probably have already understood digital-minded leadership is the first crucial step towards digital transformation. In this regard, we have identified three crucial components: 

Political readiness is crucial in driving forces that enable effective and successful digital transformation in the public sector. When political leaders in Estonia  prioritized digital transformation, it ensured the allocation of necessary resources, budgets, and policy changes required for a smooth and comprehensive digital transition. In summary, political readiness provides the necessary support and commitment from top-level leadership, enabling the public sector to embrace digitalization effectively, adapt to technological advancements, and deliver more efficient and citizen-centric services. 

Political readiness, in our case, didn't necessarily demand tech-savvy politicians right from the start. Instead, what mattered most was having leaders who were open to listening and engaging with tech-savvy individuals outside of politics. Acknowledging that having expertise in all fields is impossible, our focus was on fostering cross-sectoral collaboration as a top priority. By bridging the gap between tech experts and policymakers, we ensured that decisions regarding digitalization were well-informed and aligned with the needs of our society. This approach allowed us to leverage diverse perspectives, tap into innovative ideas, and create a more effective and inclusive digital transformation for our nation.

Civil servants play a vital role in implementing political objectives, and one aspect that contributed to our innovative approach was the absence of rigid hierarchical structures in the public sector, which distinguishes us from older democracies. It is a common occurrence to witness a dynamic flow of people entering and exiting the public sector. This has served as a crucial assurance that those resistant to necessary changes no longer find a place in our public sector. Embracing a culture of adaptability and openness, we have welcomed individuals who are willing to embrace innovation and drive transformation, ensuring that our workforce remains agile, forward-thinking, and responsive to the evolving needs of our society.

Citizens are the driving force behind Estonia's remarkable development. We firmly believe in building human-centric rather than state-centric services through digitalization, ensuring that people directly experience the benefits and convenience it offers. From the nineties, we prioritized mass trainings, ensuring that everyone had access to ICT training and participated in cyber hygiene awareness campaigns. By putting people at the center of our digital transformation, we have fostered a digitally literate and engaged society, leading to greater inclusivity, efficiency, and citizen satisfaction in our governance and services. 

Estonia's approach has mostly been opt-out, but as a recommendation to countries just beginning their digital journey, we suggest providing at least an opt-in possibility, allowing people who desire access to digital services to do so. It is worth noting that when we started, our population had a significant number of digitally illiterate individuals. However, for many countries today, this is no longer the case, as they already possess a critical mass familiar with digital services. This is definitely helpful when onboarding people to digital public sector solutions.  

 It is essential to remember that digitalization is not the end goal itself, but rather a means to enable progress. By always considering the end-users and the purpose behind each solution, we can ensure that the implemented digital solutions are truly beneficial and impactful for the people they serve. Focusing on the "who" and the "why" helps create solutions that are meaningful and practical for the citizens, driving the true value of digitalization. 



+ risk of over-regulating

+ existing or new law

+ data ownership and protection

+ electronic identification as prerequisite
+ connectivity

+ technology as a tool

identification laws

iInformation society

supportive regulation


Presenter Notes
Presentation Notes
Basic Principles The following principles outline the key elements related to the legal side of e-governance:
avoid over-regulation, because it entails the risk of creating parallel governance structures 
it is essential to review existing laws to ensure that e-governance methods are applicable and find the balance between drafting more laws (that needs to be done if the previous regulations are completely inapplicable) and modifying the existing laws to fit the changed conditions and needs of the society
it is important to legally determine the responsible authority (i.e. for carrying out reforms, monitoring the quality and accessibility of services and for receiving complaints, etc.). Without clear ownership, the responsibility is faded
stipulation of data protection rules and also a system of enforcement 
the law must establish a secure form of online identification. Clearly stating a legal form of digital identity is a prerequisite for all the following transactions, representations and access in the online environment
information and communication technology (ICT) law as well as competition law (sector specific and/ or general) is important to ensure that proper access to the internet is secured. Trusted connectivity is a hygiene factor when it comes to the needs of a strong digital state.
e-governance can be an important tool for ensuring better access to information and facilitating democratic participation, but the technology should be seen primarily as the tool and not the determining factor for how to structure such access and participation
(Allikas: eGA 2016)

After discussing the main principles that correspond to Estonia’s legislation framework in regulating the digital state, let’s see in more concrete what are the regulations combining this framework and we will point out some specific examples of different acts and their regulatory domain to give you the sense of how security and safety of digital processes are granted. Firstly, the laws can roughly be divided into three categories regarding their function: laws directly regulating the access to e-services and your digital identity (by Estonia’s example via eID), information society laws regulating the use and protection of data and keeping registers and supporting regulations to ensure the parallel processes supporting the e-services and carrying out the usual functions of a state.

Laws can be divided into three larger groups, as shown on this slide. Examples of specific regulations:�
e-Services
Digital Signatures Act (repealed 2014) and replaced by Electronic Identification and Trust Services for Electronic Transactions Act (E-identimise ja e-tehingute usaldusteenuste seadus EUTS https://www.riigiteataja.ee/en/eli/527102016001/consolide) - This act regulates electronic identification and trust services for electronic transactions, and organisation of state supervision
Identity Documents Act (https://www.riigiteataja.ee/en/eli/504112013003)- This act establishes an identity document requirement and regulates the issue of identity documents to Estonian citizens and aliens by the Republic of Estonia, which is a document issued by a state authority in which the name, date of birth or personal identification code, and a photograph or facial image and the signature or image of signature of the holder are entered, unless otherwise provided by law or legislation established on the basis thereof


Information Society 
Public Information Act (https://www.riigiteataja.ee/en/eli/514112013001/consolide)- The act ensures that the public and every person has the opportunity to access information intended for public use, based on the principles of a democratic and social rule of law and an open society, and to create opportunities for the public to monitor the performance of public duties.
Personal Data Protection Act, replaced by GDPR (https://eur-lex.europa.eu/eli/reg/2016/679/oj, passed by the EU Parliament and with the EU Council directive 2016) for the protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data
Information Society Services Act (https://www.riigiteataja.ee/en/eli/ee/504112013008/consolide/current)- This act provides the requirements for information society service providers, the organisation of supervision and liability for violation of this Act, according to which “Information society services” are services provided in the form of economic or professional activities at the direct request of a recipient of the services, without the parties being simultaneously present at the same location, and such services involve the processing, storage or transmission of information by electronic means intended for the digital processing and storage of data. Information society services must be entirely transmitted, conveyed and received by electronic means of communication. Services provided by means of fax or telephone call and television or radio services are not information society services
Population Register Act (https://www.riigiteataja.ee/en/eli/ee/502012019008/consolide/current)- This act provides for the composition of data in the population register and the procedure for the maintenance of the population register, entry of data on residence in the population register, provision of personal identification code, processing of data, ensuring access to data and exercise of supervision over such activities. 

Supporting regulations
Public Procurement Act (https://www.riigiteataja.ee/en/eli/ee/505092017003/consolide/current) - The purpose of this Act is to ensure the transparent, practical and economic use of the contracting authority’s or entity’s funds, equal treatment of persons and effective use of competition in public procurement (e.g. e-Auctions, Dynamic Purchasing System, e-Catalogues etc.)
Emergency Act (https://www.riigiteataja.ee/en/eli/ee/511122019004/consolide/current)- This Act provides for the legal bases for crisis management, including preparing for and resolving an emergency as well as ensuring the continuity of vital services
State Secrets and Classified Information of Foreign States Act (https://www.riigiteataja.ee/en/eli/ee/501042019009/consolide/current)-  The purpose of this act is to ensure the security and foreign relations of the Republic of Estonia, protecting state secrets and classified information of foreign states from disclosure and becoming accessible to persons who have not been granted access to such information

Here you find examples of just some Acts regulating different areas of electronic state and digital services. This list is far from being an exhaustive list of all regulations forming the legislative framework in Estonia. Furthermore, laws are always in dynamic change, adopted, repealed, and replaced with other national Acts of by EU regulations set upon all member states. Similarly, Estonia has attempted always to interpret laws as enablers rather than strict obstacles set in stone. 
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The cost of Estonia’s digital government is approximately 1.5% of GDP.

SF = EU structral funds
RRF = EU The Recovery and Resilience Facility

These calculations do not include connectivity
State budget numbers change every year. 
Digital Agenda 2030 budget is 1,2 billion € from which currently ca 62% is covered (by state budget + EU funds) – the rest is funded by the additional state budget according to the state budget strategy. 

This scheme is a visualisation of the decision-making process, as well as an example of how to effectively run and manage the usage of structural funds. All investments have a „chain of command“

There are not officially fixed criteria for the application for the additional state budget in ICT solutions. However, the Ministry is basing the expert evaluation on:
Technological justification: needs to be aligned with the digital state’s technological solutions in general
Maturity- are there selected parties in the project, how well thought-through is the plan
Alternatives for funding (developments are funded by the Structural Funds beyond 2021)- if an investment could be done using SF, then it will be cover from that budget instead
Scalability – if the project involves several fields of governance, then these project should be merged and done in collaboration


2022  Additional state budget ja muud numbrid üle vaadata ja uuendada
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Estonia has made use of different strategic funds from the EU to support digitalisation and build up important e-services. These include EU Structural Funds and EU funds for The Recovery and Resilience Facility, because as a small country, funding the further development of the extensive digital state is a mouthful too big to chew. However, using EU funds come with specific conditions and asking for this funding goes through the Government Chief Information Officer’s Office, which as described on the previous slide, belongs under the domain of the Ministry of Economic Affairs and Communications.

Assigning budget from the Structural Funds require fulfilment of the official criteria
Main principles:
contributes to the Digital Agenda goals and to the ICT strategy of the respective field of governance
is measurable, to have a business case – can be financial gain (profit-expenses), but also user satisfaction with services, time saved etc
be sustainable for assigned budget by the government entity for minimum 5 years onward
capability to realise the project’s goals, including availability of human resources etc
fulfillment of pre-conditions, such as conditions of collaboration framework, compliance with requirements of digital architecture, service design standards, UX-UI standards, etc.


While ministries enjoy a considerable degree of autonomy in shaping their services within our nation, we have come to recognize the profound impact that strategic funds can have on promoting the reutilization of pre-existing components. Given we are a small nation, we quickly sense the repercussions when organizations allocate resources towards duplicative processes. Therefore, the strategic reuse of components is crucial, as it not only optimizes service development but also fosters sustainable innovation within the public sector. Hence the aforementioned main principles are used as strict criteria to promote collaboration, sensible use of resources and responsible development.
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By following this systematic approach, organizations can consistently deliver high-quality digital services. Clear objectives and indicators ensure that the service is purpose-driven, tailored to the intended users, and designed to address specific challenges. Conducting user research and mapping available resources fosters a comprehensive understanding of the problem, allowing for solutions that genuinely meet user needs. Early testing and continuous monitoring guarantee that the service remains responsive to user feedback, preventing the need for last-minute, resource-intensive redesigns. This structured process not only aids in maintaining user satisfaction but also ensures that resources are allocated efficiently, ultimately leading to the creation of digital services that consistently meet and exceed user expectations


1. To ensure the success of a service, it's essential to establish clear objectives and indicators. To do this, some of the following questions we must answer: Why are we developing this service? Who is the intended user for this service? What problem or challenge are we addressing with this service?
2. To lay the foundation for a successful service, a comprehensive understanding of the problem isnecessary. Achieving this entails conducting user research and interviews, as well as mapping out areas of concern and available Resources. 
3. Once all the aspects mentioned above have been thoroughly considered, thecreation of the service can begin. The initial version is crafted, tested, and refined through user experimentation. Commencing testing at the earliest stages is necessary to uncover potential issues as early as possible, preventing the need for last-minute product redesigns and conserving valuable resources
4. Once product testing has achieved favorable results, the development phase is finalized, and the product is ready for deployment and use. 
5. After the product is deployed and in active use, continuous monitoring becomes essential. Our overarching goal on a national level is to achieve a Net Promoter Score (NPS) of 90% for all digital services. If user satisfaction falls below this threshold, adjustments are required. These adaptations can vary in scale, ranging from minor tweaks to more substantial changes. In certain cases, it might even be necessary to discontinue a service if it becomes evident that users do not need it.

 It's crucial to bear in mind that the work doesn't conclude when the service is in use. Ongoing efforts are required to ensure it continues to fulfill user needs and doesn't become outdated or legacy
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Estonian electronic identity ecosystem – RIA, written by Cybernetica

Now that we’ve touched on the fundamental principles of e-Estonia, it’s time to talk about how these things were put into practice. One of the cornerstones is undoubtedly the electronic ID which enables Estonian citizens and residents alike to prove their identity online and benefit from convenient, safe and fast hassle-free e-services. We’ve got this card since 2002.

Nearly every one of Estonia's 1.3 million citizens and residents has an ID card, which is a mandatory national card with a chip that carries embedded files and functions as definitive proof of ID in an electronic environment. The ID card is in compliance with the highest EU standards (particularly eIDAS).�The ID card is mandatory, but the main thing is that the services offer added value. The ID card is important not only to the public sector but also the private sector makes vigorous use of it, and initially, the ID card readers were distributed by telecom companies.

But if you find using that card on a daily basis too bothersome – and the truth is that many Estonians do – you’re in luck because there are several other eID-carriers! The first one is called mobile-ID which allows people to use their mobile phone as a form of secure digital ID. Mobile-ID is a different kind of SIM card that you can get from your mobile network provider, pop into your phone and use it just like the ID-card: it can be used to access secure e-services and digitally sign documents, but has the added advantage of not requiring a card reader. This option is particularly attractive for people who don’t own a smartphone because it is not an app-based solution and does not require your device to be connected to Internet.

If a SIM card is also too much hassle, you might be interested in Smart-ID which is an app that you can download and use for authentication just like the aforementioned solutions. You can use Smart-ID on a smartphone or a tablet, on an iOS device just as easily as on Android. When using Smart-ID, you only need a Wi-Fi network or mobile internet connection, no data roaming is necessary.

As of November 2018, Smart-ID is recognized as QSCD (Qualified Signature Creation Device). This is the highest level of recognition in the EU and now all Smart-ID users can digitally sign documents on Qualified Electronic Signature (QES) level that must be recognised by every EU member state and their digital signature carries the same legally binding force as their hand-written signature.

Finally, there is a method of electronic identity that literally everybody in this room can have as well. It’s called the e-Residency card and in many ways it is the culmination of many of Estonia’s previous efforts. Anyone around the world aged 18 or older can get this card – with it, they can create a company on Estonian legal soil, meaning inside the European Single Market and also give digital signatures that are legally binding, just like Estonian citizens and residents can with their ID cards. With this solution, we solve different problems for people living in different countries: People from non-EU countries are interested in having an EU-based company, but we also have surprisingly many e-Residents from EU countries, primarily because they want to make use of the digital signature and creating and running a company might be more expensive, bureaucratic and time-consuming in their home country. Bear in mind though that the digital ID is not a physical identification or travel document, nor visa or citizenship and does not display a photo. 

In environmental terms, the Estonian eID ecosystem is distinguished by three features possessing a social dimension. The ecosystem is pervasive, universal, and ubiquitous in its use:

Pervasive - Visitors to Estonia tend to first note the pervasiveness of the local eID usage environment. An identity card is mandatory for all Estonian citizens of at least 15 years of age residing in Estonia. The card can be used for authentication and the creation of digital signatures using a smart card reader-equipped computer. In spite of the recent moves towards mobile devices, smart card readers are common in home computers as well as computers owned by public and private sector organisations. In other countries, smart card readers are generally only used in a few specific sectors such as military and government affairs. The ID-card can also be used for the creation of digital signatures using the RIA DigiDoc mobile app, either via a standalone smart card reader or NFC. Electronic identification and digital signature creation can also be done by means of Mobile-ID and Smart-ID solutions which do not require the use of a smart card reader. A major part in the pervasiveness of the eID ecosystem is also played by the wide-scale adoption of the DigiDoc4 and RIA DigiDoc end-user digital creation software. The state has also provided free access to development tools for the integration of both authentication and digital signature creation into e-services.
Universal - The functionality of the Estonian eID ecosystem is universal. This means that all eID means currently in use (ID-card, Mobile-ID, Smart-ID) provide identical authentication and digital signature creation functions while ensuring an identical level of security and a similar user experience. In most cases Estonian electronic identity ecosystem 1.0 11 / 66 D-25-48 they can be equally used in all e-services. The eID means issued to citizens and residents are identical in their functionality. In other countries, specific means of identification are often tied to specific segments; for example, different means of identification can be required for banking and e-health. 
Ubiquitous - The use of the Estonian eID ecosystem among Estonian citizens and residents, as well as e-residents, is extensive and ubiquitous. It involves all walks of life, starting from signing contracts and declaring taxes, education and health, and ending with numerous government and commercial portals. Excluding shopping in global e-stores, everything vital can be done remotely, using standard eID means. To date, no other country has been able to reach a similar e-service adoption level.

Technical background of the cards: 
• ID cards by a new card manufacturer (French document manufacturer IDEMIA) are issued as of December 2018;
• ID cards are equipped with a new chip with two interfaces: regular contact interface and contactless interface (NFC support). The capacity of the chip has increased, enabling to add new applications (such as electronic tickets in public transportation or other electronically issued certifications);
• Changes to the certificate: for instance, extraction of data such as the personal identification code will change, affecting its use as a client card in particular; 
• The card has a new design and set of security elements, the completion of which was made possible by the collaboration of Estonian state authorities as well as foreign experts; 
• A colour photograph, as well as a secondary photograph, i.e. recurring document photo, and the so-called invisible window are used;
• The card is fitted with various design elements inherent to Estonia (various proverbs and sayings, images).

ID card crisis:
In the last days of August 2017, Estonian officials received an alarming message from scientists – most of Estonia’s ID-cards had a theoretical weakness due to a chip manufacturing failure. A week later the PM stood up and announced the risk, the measures to resolve it and confirmed that Estonia will maintain its e-governance course. Although solving the security risk was a great challenge and not everything went smoothly, the theoretical risk never became an actual security breach and within a few months the risks were removed. In short, the security crisis actually proved the strength of e-Estonia. It is inevitable that sometimes things go wrong, but it is important to stick to a trustworthy Nordic approach and to talk about problems openly. Lesson: Open and constant crisis communication can maintain the trust of the population!

eIDAS assurance level „high“:
What is eIDAS? In 2014 the European Union adopted the so-called eIDAS regulation, which redesigned cross-border identification and trust services in the EU. This means nothing less than the fact that whenever a member state allows their own citizens to access a public service using digital identification, Estonian cardholders will be able to access the very same public services across the European Union with their own Estonian ID or even with an e-residency ID-card in just a few years, after the regulation’s implementation period has expired. This will save time and costs for anyone who plans to live, study, work or become an entrepreneur in one or more EU member states.

„In defence of the Estonian eID“
by Karoliina Ainge, former Head of Estonia's Cyber Security Policy, and Kaimar Karu, former Minister of Information Technology and Foreign Trade, Republic of Estonia:
Digital identity should feel like a utility, not a controversy. The UK can build a system that citizens trust, government departments can successfully adopt, and digital experts can continually improve. But this is possible only if we learn from 20+ years of global experience and commit to four principles: make it trustworthy, make it interoperable, make it purposeful, and make it transparent.

First, let's remove some ambiguity from the current public discourse.

ID Card vs Digital ID
An ID card is a physical document you carry and present. A digital ID is a set of cryptographic credentials that prove claims about you in digital contexts. The distinction matters because the security models are completely different.
A card shows everything printed on it. A well-designed digital ID proves only what's needed for each transaction. Buying age-restricted goods should confirm you're over 18, not reveal your birth date, address, or anything else. In essence, share the least, prove the most.

Authentication vs Authorisation
Authentication answers "Are you really the person you claim to be". This typically requires checking credentials against authoritative sources, such as confirming your passport details against government records.
Authorisation answers "What can you do?" Once authenticated, the system determines what actions you're permitted. These must remain separate in law, policy, and code. When they blur together, systems leak more data than necessary and become impossible to audit properly.

Voluntary vs Mandatory
Will obtaining a digital ID be optional for all citizens? Will certain services require it? What non-digital alternatives will exist, and for how long?
Ambiguity drains trust faster than any technical flaw.For example, Estonia's approach offers one model: the physical ID card is mandatory, but using its electronic features isn't. When introduced, it created critical mass while preserving choice. Citizens adopted digital services because they worked well and saved time, not because law forced them to. Success came through utility, not coercion.

Centralised vs Distributed
A single database holding everyone's data is an irresistible target for hostile states, organised criminals, and malicious insiders. One successful breach compromises millions. Don't build it.
Distributed architecture is a much better-fitting approach. Let authoritative sources hold only what they need: DVLA maintains driving licences, NHS maintains medical records, HMRC maintains tax data. When verification is needed, systems query the relevant source for specific attributes without pooling everything into a central repository.
Federated identity systems built on this distributed architecture take this further: multiple trusted entities issue credentials within agreed frameworks, each responsible for domains where they have authority. Government agencies confirm citizenship or residency. Your university confirms qualifications. These work together without central aggregation.

Additionally, modern cryptography enables zero-knowledge proofs and selective disclosure. You should be able to prove you're over 18 without revealing your birth date. To prove residency status without sharing your full address. These capabilities should be built in from the start.
Successful design, implementation, and adoption of a national Digital ID requires getting four things right: trust, interoperability, purpose, and transparency. Estonia built its system on these foundations and now processes over 99% of government transactions digitally. Some of the other countries ignored them and produced expensive failures that citizens refused to use. The difference isn't technology or budget - it's whether you treat digital identity as an engineering challenge with clear requirements, or as a political project where requirements shift with each news cycle. Get these four pillars right and adoption follows naturally. Get them wrong and no amount of marketing will save you.

Pillar #1: Trustworthiness
Clear Messaging
Set the frame early and keep it consistent. Digital identity is not a surveillance scheme, not a solution to immigration control, not a magic fix for unrelated policy problems. It's a utility that makes routine interactions easier and significantly more secure.
State clearly what information is collected, what's mandatory, what's optional, and why. Explain how consent works, how citizens access and correct their data, how misuse gets reported, and how complaints get resolved. Publish this in accessible language for everyone impacted, across all departments. This is absolutely fundamental.
The recent UK debate positioning digital ID as an immigration solution was politically damaging and technically dishonest. Immigration control requires border enforcement and physical policing, as well as well thought-through and effective policies. Identity systems by themselves can't solve that. When digital ID gets promoted as a panacea for unrelated political problems, trust evaporates. Just look at last week's vitriolic response from the public.

Security Over Convenience
Security is the baseline, not an add-on. Default to strong multi-factor authentication with hardware-backed keys where proportionate. Build revocation and recovery mechanisms that are fast and citizen-centred. Address accessibility issues from day one and ensure no citizen gets excluded from secure systems.
Assume cyber attacks will happen - and increasingly so. In 2017, Estonia discovered a vulnerability affecting almost all ID cards in use. Rather than concealing it, authorities responded with public transparency, suspended affected certificates, and enabled remote updates. Despite the severity, trust increased. Digital signature usage almost doubled over the following year. The lesson: transparency plus rapid technical response strengthens trust rather than undermining it.

Pillar #2: Interoperability
Collaborative Design
Co-design with the organisations that will actually use the system: all relevant government departments, banks, NHS trusts, local councils, telecoms providers, etc. Don't build in isolation and then expect adoption. Also, if citizens can't see what problem this solves for them, they won't use it.
Prioritise a small set of visible citizen benefits, e.g. faster service access with fewer forms, privacy-preserving age verification, reuse of verified attributes across services. To demonstrate the point: when Estonia's banks adopted digital identity in 2002, online government service usage jumped from 3% to 40% within eight years. Private sector partnership drives adoption.

Standards-First Architecture
Avoid monolithic databases. Where appropriate, build on open international standards for credentials, cryptographic proofs, and secure APIs. This isn't about fashionable technology, it's about ensuring the system can evolve without vendor lock-in or architectural dead ends.
Keep authoritative data at its source. Exchange only the attributes needed for each verification. Design for modularity so components can be upgraded independently without breaking the whole system.
Make citizen-benefitting scaling simple. New services should plug in through standard interfaces, not require custom integration work. Estonia's secure data exchange layer connects almost all public sector institutions through standardised protocols, enabling rapid service expansion without central bottlenecks. A crucial component of this approach is the integration with the legal system at the core, to ensure that every new service adheres to appropriate principles and regulations.

Pillar #3: Purposefulness
Relevant and Valuable Use Cases
Lead with problems citizens actually feel. Renewing documents without re-entering the same data. Proving eligibility without uploading dozens of documents. Reducing repeated identity checks for housing or employment while keeping people in control of their information.
Also, be honest about limits. Digital identity streamlines access and reduces some fraud. It won't resolve immigration control, eliminate all benefit errors, or solve every policy challenge. Promising more than it can deliver destroys credibility.
Estonia's e-services save an estimated 1,407 years of working time annually (for a population of 1.3 million!) through reduced bureaucracy. These gains came from focusing ruthlessly on genuine citizen pain points though, not on grand political visions.

Don't Replicate Paper-Based Processes
The biggest waste in digital transformation is automating broken workflows. If your digital service requires uploading scanned documents, manually entering data that already exists elsewhere, or replicating bureaucratic steps that made sense only for paper, you've failed before you've started.
Design for what digital enables, not what paper required. Use cryptographic proofs instead of document copies. Query authoritative sources in real-time rather than asking citizens to prove things the government already knows. Let people reuse verified credentials across services instead of repeatedly demonstrating the same facts to different departments.
The extremely valuable "once-only" principle isn't about copying data everywhere. It's about giving authorised services secure access to verified information when needed, without forcing citizens to act as data couriers between government departments. Technical implementation matters: federated queries are not the same as centralised databases.
Separate the act of proving identity from logging everything someone does with that identity. Privacy-preserving verification should be the default. Where audit trails are legally required, scope them to specific interactions and make them visible to the citizen, not hidden in backend systems they can never inspect.

Pillar #4: Transparency
Legal Clarity
Legislate first, deploy second. Digital identity built on policy documents and ministerial assurances will collapse the moment those ministers leave office or priorities shift. You need statute, not strategy papers.
Define in law what digital identity is, who can issue it, what it can and cannot be used for, how long data persists, who can access it and under what conditions, what happens when things go wrong, and what penalties apply when rules get broken. Not guidelines. Not best practice documents. Binding legal requirements with real consequences.
Make the mandatory versus voluntary question explicit in legislation. If it's optional now but might become compulsory later, say so in the bill. If certain services will require it while others won't, list them. If non-digital alternatives will exist for five years then disappear, put the sunset date in statute. Citizens can handle trade-offs. They cannot handle surprises.
Create independent oversight that reports to Parliament, not to the ministers running the system. Give them power to demand evidence, require changes, and publish findings. Regulatory capture happens when oversight bodies answer to the same people they're supposed to scrutinise.
Estonia's response to the 2017 vulnerability included publishing detailed lessons learned for other countries to study. That transparency was possible because the legal framework demanded it, not because officials felt generous.

Auditability in Code
Build tamper-evident logging from the start. Every credential access, every verification, every attribute shared gets recorded. Give citizens a simple dashboard showing what was shared, with whom, and when. No special requests needed, just standard transparency.
Make systems auditable without creating surveillance infrastructure. Logs should prove compliance to regulators without enabling mass tracking of citizens. Design for forensic investigation when things go wrong, but don't build Big Brother by accident.
Provide regulators with auditable evidence through automated compliance reporting. Make incident disclosure timely and public by default unless specific harm would result from disclosure.

Conclusion: Make It Boring
Eventually, success means that nobody talks about it anymore. Citizens use digital identity because it's safer, faster, and easier than the alternatives this has replaced. New services are being added because the documentation makes sense and the APIs remain secure and stable through updates. Regulators trust it because auditing doesn't require special access or lengthy negotiations. Journalists write about other topics because a system that works as intended isn't news.

Don't build for launch events or ministerial announcements. Okay, not ONLY for those. Build for the quiet decade after everyone stops paying attention, when poor design reveals itself through accumulated friction and good design becomes invisible infrastructure that people rely on without thinking.
That's the goal. Make it boring.
�
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The Eesti.ee mobile app, launched in December 2024, was created to provide users convenient and easy access to government services via their smart devices, regardless of location or time. It is a logical next step after having our state portal on a website as more and more people prefer touchscreens to a mouse and keyboard. The Estonian Information System Authority(RIA) is responsible for the creation and ongoing development of the Eesti.ee app. The plan is to add more services to it in the future.

In the first months, it was downloaded by tens of thousands of people. 

The app uses the same backend framework as the state portal website to reuse an existing system. It was just modified to adjust to the specific conditions of a mobile app. The app, just like the state portal website, makes all data queries through X-road to ensure safety. 
To use the app, you need a stable internet connection. 
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Now when you think about all of that data exchange that’s happening between the hundreds of different government servers, you might be wondering: How do we ensure the efficiency and safety of these data exchanges? In Estonia, we have been using X-Road since 2001. It’s the software backbone that encrypts and transfers our data. It works like an open-source highway for data traffic. X-Road interconnects public and private databases, which are held in a distributed manner. While every institution manages its own processes, government institutions can decide independently which platforms and technologies they use over X-Road. So yes, different authorities can choose different kinds of software and server infrastructure, what matters is that they are all compatible with the X-Road. This decentralised approach means that there is not one big super-database which would be extremely attractive for hackers. All data transfers are end-point to end-point encrypted. And we can see that we’re on the right track because many other countries have gotten on board with our solution. Some of them are on the screen but I’m sure that there is also a country in your neighbourhood that’s at least considering using X-Road as we speak.

One of the most frequently asked questions that we get is: Do you use Blockchain? The answer is yes, but not like you think. We do not store personal data on the Blockchain as that would be a data protection and privacy nightmare. But: All the data exchanges, M2M communications, data at rest, and log files are independently and fully accountable thanks to Blockchain technology. With Blockchain deployed in Estonian government networks, history cannot be rewritten by anybody and the authenticity of the electronic data can be mathematically proven. It means that no one – not hackers, not system administrators, and not even the government itself – can manipulate the data and get away with it. ��X-road is operational in Argentina, Azerbaijan, Bangladesh, Barbados, Brazil, Cambodia, Cayman Islands, Colombia, Djibouti, Dominican Republic, El Salvador, Estonia, Ethiopia, Faroe Islands, Finland, Germany, Iceland, Japan, Kyrgyzstan, Madagascar, Mexico, Palestine, Vietnam.


Useful links: 
Publicly available source code of the X-Road: https://github.com/nordic-institute/X-Road
Great visualising tool, select threshold 500 and service level: https://logs.x-tee.ee/visualizer/EE/

Finally, some encouraging news: A public sector data exchange facility between Finland and Estonia was created in 2017. This means that in the future health or education data on Estonian citizens can also be accessed by the Finnish government or private sector, regardless of whether the person is living in Estonia or Finland. Our business registries are already interoperable as we speak. Hopefully cross-border data exchange will soon become possible between all European countries but as you can see in general, digitalisation is very rarely a technological problem – usually, it’s a political question.

X-Road world map: https://x-road.global/xroad-world-map
Case studies: https://x-road.global/piloting-digital-prescriptions-in-germany-through-secure-data-exchange
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To recap: From the security perspective, a model known as the CIA TRIAD, Estonia information security relies on a combination of three pillars: data confidentiality, data availability, and data integrity. 
The electronic ID allows citizens to access only their data and restricts access to unauthorized people. Estonia offers several e-ID carriers that people can use and combine, issued both by the state and public sector to guarantee confidentiality and privacy of data. 
The X-Road serves as the basis for secure data exchange – so different public and private databases have trustworthy data available at all times to work with. This way, data packages can be exchanged in a smooth and interoperable manner, keeping data end-to-end encypted, that allows institutions to provide efficient public services using and re-using the data. 
Finally, integrity is crucial to maintain the trustworthiness of the data that we see and avoid the illegal loss, duplication, or manipulation of the datasets, software components or log files. With KSI Blockchain technology deployed in the Estonian government databases, history cannot be rewritten by anybody and the authenticity of the data can be mathematically proven. This means that no one – not hackers, not system administrators, and not even the government itself – can manipulate the data and get away with it. 

With these three pillars in place, there is a good chance that a country can push on toward offering secure digital services that attract the interest of the population.��TRUST�Estonian experience: trust and cooperation are the foundation of a digital society �In the early 90s Estonia started as a very low trust society. The high trust in Estonia has been created mostly by reliability of end-to-end services and radical transparency. If someone misuses my data in the government, then it’s “in the news tomorrow”.
Reliability
People trust services that work and are better than analog counterparts.
Radical transparency�As a citizen, I will always see in real-time who has accessed my personal data.
Impartial data protection institution�Under Ministry of Justice and impartial.
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Another cornerstone of e-Estonia is its secure cyberspace. Or even to view on a broader scale – security is the foundation of any state; not a separate activity or nice-to-have component of comfort, but without security we cannot talk about a functioning nation state. Naturally, a digital society will be exposed to cyber threats. With solid investments in cyber security infrastructure, Estonia has developed extensive expertise in this area, becoming one of the most recognised and valued international cyber security experts. Did you know that the average discovery of data breaches takes around 7 months around the world? Thanks to Estonian KSI Blockchain technology these breaches can be discovered instantly. In fact, Estonia was the 1st country in the world to use blockchain technology on a national level for security purposes when it was implemented in 2012.

Further adding to this reputation is the notion that Tallinn is also the home of NATO’s Cooperative Cyber Defence Centre of Excellence and EU-LISA, the European Union’s authority for large-scale IT systems. The NATO CCDCOE was actually created after a concerted cyber attack hit Estonia in 2007. There was a lot of media coverage about this, some of which was true, some of which was misleading. While some services were temporarily unavailable – most notably one online banking website was off the grid for less than two hours – not a single government database was breached. The overall system architecture proved to be highly resilient.

These days, there are other contributing factors such as the Cyber Defence League which involves professional volunteers in national cyber defence and Cyber command which consolidates cyber competence in the defence structures and is an official part of the Estonian Defence Forces. 

On the policy-side of things, Estonia remains an active member of the international community. Between 2020 and 2021 Estonia served as a non-permanent member of the United Nations Security Council and one aim was to put forward legislation that would govern the reaction to cyber warfare as Estonia and several other countries have experienced it by now. 

Another thing that you might wonder is: What happens if the physical servers in Estonia are somehow destroyed, be it in an intentional attack or as part of a natural disaster? That is a very fair question and for this reason Estonia decided to set up a Data Embassy for ensuring our national digital continuity, making Estonia the first country to do so. The logic was simple: since Estonia is such a small country, it is extremely important to distribute its risks concerning data. Estonia has chosen Luxembourg to be the host of its first data servers outside its own territory due to their Tier IV high security data centres. Luxembourg has also proven to be a constructive partner and shares similarities with Estonia as another small, agile and innovative country. 
�With the opening of a new large-scale purpose-built data center in Estonia called Greenergy Data Centers, unique possibilities to host data embassies was created as it will meet the highest standards of security (Tier IV) and redundancy.

The goal of cyber security is to keep digital data and systems protected.

Estonia information security relies on a combination of three pillars: confidentiality, availability and integrity. 
(Confidentiality) The electronic ID allows citizens to access only their data and restricts access to unauthorized people. We have several e-ID carriers that people can use and combine.
(Availability) The X-Road serves as the basis for secure data exchange – so different public and private databases always have trustworthy data available. 
(Integrity) is crucial to maintain the trustworthiness of the data that we see and avoid the illegal loss, duplication, or manipulation of the datasets.
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– cyber attacks don’t recognise borders
Collaboration in the field of cyber security is not just a necessity, but a core principle that defines Estonia's approach. Recognizing the power of cooperation, Estonia actively shares its vast experience with international partners. At the forefront of cyber defense, Estonia proudly hosts the world's largest cyber defense exercise, Locked Shields. This exercise involves real computer systems facing real-time attacks, simulating critical situations to make tactical and strategic decisions. Internally, Estonia's commitment to cross-sectoral collaboration ensures resilience during times of crisis. The Estonian Defence League's Cyber Unit https://ccdcoe.org/library/publications/the-cyber-defence-unit-of-the-estonian-defence-league-legal-policy-and-organisational-analysis/ (EDL CU) stands as a testament to this dedication. Comprising specialists in key cyber security positions within national critical infrastructure, patriotic individuals with IT skills, and even youth willing to contribute to cyber security, EDL CU emerges as a voluntary organization devoted to safeguarding Estonian cyberspace. In certain instances, we have received indications of potential issues from individuals outside the realm of the state's cybersecurity workforce. This highlights the fact that solely relying on the state's efforts may not suffice to identify weaknesses in a well-established 20-year-old e-state. Instead, it emphasizes the significance of fostering a collaborative approach to security, where the community becomes a valuable partner in creating a robust and resilient cyber environment.

Transparency plays a crucial role in enhancing cyber security for several reasons. Transparent practices, such as our open-source software and security audits, allow a broader community to review and identify vulnerabilities in software and systems. This collective effort helps in patching security flaws before they can be exploited by malicious actors. Transparency contributes significantly to cyber security by promoting early threat detection, vulnerability identification, building trust, fostering accountability, sharing knowledge, supporting informed decision-making, and cultivating a security-conscious culture. Embracing transparency in cyber security practices can lead to a more robust and resilient overall security posture.

Cyber security requires myriad of different resources. Adequate resources in state's cyber security are vital for safeguarding critical infrastructure, responding effectively to cyber threats, building a talented cybersecurity workforce, staying ahead of emerging risks, and maintaining public trust. It is a strategic investment that ensures the state can protect its citizens, data, and assets from the ever-evolving cyber threat landscape.

A supportive regulatory environment for state's cybersecurity is essential as it provides the necessary framework and guidelines to ensure a comprehensive and cohesive approach to cyber defense.Such regulations establish clear standards for the protection of critical infrastructure, sensitive data, and citizens' privacy, promoting consistency across government agencies and industries. 
In 2023 the new information security standard (E-ITS) entered into force in Estonia. The updated standard aims to reach a broader audience compared to the previous information security system (ISKE), which had been in use for two decades. The new standard, outlines specific measures to greatly enhance the organization's operational continuity. Through E-ITS a comprehensive overview of processes and potential risks is created, enabling better preparation and handling of cyber attacks. By implementing the guidelines outlined in E-ITS, organizations can significantly improve their ability to prevent and manage the consequences of cyber attacks effectively.

Central coordination is crucial for a state's cyber security because it ensures a unified and cohesive response to cyber threats. It facilitates information sharing, collaboration, and the establishment of consistent security standards across all entities. Central coordination in cyber security ensures thorough coverage of all areas and prevents wasting resources  through duplicated projects among organizations.

Regrettably, in the realm of cyber security, people often tend to be the weakest link. That is why, in addition to investing in technical capabilities, it is crucial for states to prioritize cyber hygiene awareness. This involves providing training for public employees and launching state-wide cyber hygiene campaigns. In Estonia, public employees are required to undergo annual cyber training and testing. Moreover, we make concerted efforts to reach all residents, ensuring they are well-informed and equipped to protect themselves from various online threats. By promoting cyber hygiene awareness, we can bolster the overall cyber resilience of our state and its citizens.


-----
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National Cybersecurity Division that is part of the Ministry of Justice and Digital Affairs coordinates Estonia’s cybersecurity. The primary coordination mechanisms are the Cybersecurity Council and the National Cybersecurity Advisory Council.

The Cyber Security Council of the Government Security Committee is a government body for policy coordination that supports cross-departmental strategic cooperation and monitors the implementation of the cybersecurity strategy since 2009. The Minister of Entrepreneurship and Information Technology heads the council and is generally led by the Ministry of Justice and Digital Affairs. This strategic collaboration format vouches for the implementation of the cyber security strategy through programmes, work plans and concept documents of each government’s authority, and states the roles and responsibilities of each party.

National Cyber Security Advisory Council is a collaboration format between the government, academia and business associations, and is generally led by the Ministry of Justice and Digital Affairs.

Cyber Attack Attribution Commission is a governmental body for international attribution and is generally led by the Ministry of Foreign Affairs. To be able to respond adequately to a cyber operation, it’s crucial to identify the source and attackers. One of the activities in Estonia’s cyber diplomacy is cyber attack attribution synchronise and smoothen the attribution processes in country and enhance the cooperation between different authorities. Meanwhile, it’s also important to note that cyber attack attribution is a sovereign political decision of each independent country, that is based on judicial and technical analysis. It is encouraged to make national attribution decisions in coordination with other, similar-minded European Union countries, especially emphasising that cyber crimes do not recognise physical borders.

Next up you will see a more detailed distribution of collaboration divided by involved ministries and the authorities belonging in their domain to ensure the enforcement of the National Cyber Security Strategy.
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Previously we touched on the decentralised management in Estonia’s public administration. The current visual is reflecting the separate ministries responsible for the creation, management and provision of the services belonging to their sphere of governance, but at the same time form an interoperable network via the data exchange platform, X-Road. Data management and storage is regulated with the Public Information Act (https://www.riigiteataja.ee/en/eli/514112013001/consolide), passed in 2000, with the purpose to ensure that the public and every person has the opportunity to access information intended for public use, based on the principles of a democratic and social rule of law and open society, and to create opportunities to the public to monitor the performance of public duties. Hence, there is no central database for efficient data usage neither storing.

Decentralised architecture is very smart way to create an infrastructure resilient for cyber security standards and distributes clear roles of responsibility as everybody cannot provide everything simultaneously, neither is it in any means efficient. On the other hand, detached government authorities might live in their sealed echo chambers and be completely oblivious of what other ministries are providing. Here we refer back to the citizen-centricity and the justified expectation from the end-user to wish a consistent and similar public sector, regardless of the area of governance.

In order to ensure a coherent state and maximum probable collaboration level between ministries and the authorities in their domain, a non-political office of the Undersecretary for Digital Transformation, or The Government Chief Information Officer fills the coordination role. According to Estonia’s Digital Agenda and political agreements, the CIO organises the development of statewide digital services and the arrangement of the provision of shared IT-services across the IT houses. Also, they are responsible for policy-making and creating standards related to digital transformation and monitor their implementation. Of course, developments and coordinated digital services require shared budgeting, but that we will discuss later on during this presentation. To conclude, the role of Government CIO is not to solely develop the e-state centrally but manage better the collaboration of every ministry to ensure the best user-experience for people.

Below the bigger ministries you can see corresponding IT houses that are responsible for data hosting services, server management and in addition to aforementioned RIT (State IT) also provides centralised computer workplace base service (ATK teenus = arvutitöökoha alusteenus). Even though, Estonia has adopted and is using the services of the Government Cloud, (Riigipilv https://riigipilv.ee/) still the everyday practice is to hold on-premise server parks and data centres physically in the domain of each ministry that the IT houses are enabling.

Official JUSTDIGI – the value lies in evaluating the legal space in how and to what extent the digital state is governed, going from service-based assessment to a whole of ministry view. This makes it easier to unify systems and grant a greater level of clarity. Since we have grown since 2005 and instead of a local level view we need to take into account a pan-European view where we, similarly to our private sector take aim at becoming global. From an economic side of things JDM helps us consolidate services and retain the high quality we offer. 

NEW STRUCTURE:
CIO 2 TECHNOLOGY, CYBER, CONNECTIVITY; CIO 1 – DIGIGOV
RIA – dual governance (TTJA stays under MKM, RIA and RIT under JDM)
RIK – kuidas kuvada, kuna on JDM all aga tegeleb väga valdkondlikult eri teenustega


NIS2 directive from the cyber side of things coming from the EU.
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Estonia was the first country in the world to set up a Data Embassy for ensuring our national digital continuity. And since Estonia is such a small country, it is extremely important to distribute its risks concerning data. We have chosen Luxembourg to be the host of our first data servers outside our own territory due to their Tier IV high security data centres and since Luxembourg’s flexibility and its similarities to Estonia as another small country.

The Data Embassy is an extension of the Estonian hybrid government cloud, which means the state owns server resources also outside its territorial boundaries. We have currently identified 10 critical data sets to be stored in data servers there. Those resources are under Estonian state control, secured against cyber attacks or crisis situations and must be capable not only of providing data backups, but also of operating the most critical services. This is an innovative concept for handling state information, as states usually store their information within their physical boundaries. 

Critical data sets stored in data servers today: 

The State Treasury
Registry of taxable persons
Social protection information system
e-File
e-Land Register
Business Register
State Gazette
Population register
Land cadastre
�And with the opening of a new large-scale purpose-built data center in Estonia called Greenergy Data Centers, unique possibilities to host data embassies was created as it will meet the highest standards of security (Tier IV) and redundancy.
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Another cornerstone of digitalisation in Estonia has been i-Voting. i-Voting is possible in local, national and European Parliament elections since 2005. It is an optional way of voting, so you can always vote on paper if you prefer that for one reason or another. To vote electronically, a voter will need a secure computer with an internet connection and an ID-card with a reader, or a mobile-ID, download an i-voting application and verify their identity using Estonia’s electronic ID.

Crucially, you can change your vote during the 6-day digital voting period countless times so no one can force or bribe anyone to vote for a certain candidate. Interestingly, this solution has also been very appealing for the elderly who might not be mobile enough anymore to cast their votes on paper. In the recent elections, over a  half of all votes were cast online, probably because it is location-independent, time-independent and a lot easier and faster. It is considered the world’s first mostly digital elections. If a voter has voted both electronically and by using a paper ballot, only the vote cast at the polling station will count. From 2021, voters can change their i-vote by voting with a ballot paper at a polling place on Sunday, the election day.

Essentially, the i-vote is a digitally signed file that is sent from the voter’s computer to the i-ballot box. No-one can change that vote and, on the election day evening it will be counted in the same form. Within 30 minutes after casting the vote, every i-voter can verify with the help of a smart device if their i-vote reached the i-ballot box safely and features still the same candidate they elected.

The researchers of the University of Tartu have found that if it takes voters more than half an hour to go to the polling place, they prefer to i-vote. It is difficult to assess whether i-voting directly increases turnout. The greatest impact on voter turnout has been in regard to voting in foreign states – people who are travelling or living abroad can vote conveniently. As a nice side effect for the government, an i-vote is about three times cheaper than the average vote on paper. And it is arguably more secure, too. If you want to know how your vote is counted and what the source code behind all of this magic is, you can check out the link below. 

For transparency, here is the source code: https://github.com/vvk-ehk/ivxv

Statistics: https://www.valimised.ee/en/archive/statistics-about-internet-voting-estonia
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Vision
Estonia has a human-centred, trustworthy, efficient, innovative and resilient digital society.
The legal framework, technology and use of data underpinning Estonia’s digital state protect people’s fundamental rights, make their lives easier, strengthen the economy’s global competitiveness, and make society more cohesive and inclusive.
�Objectives
- A secure, personalised, AI-agent-powered digital state that safeguards freedoms 
- The world’s freest and most autonomous AI-enabled state, controlled by its people 
- A secure and protected cyberspace 
- Estonia with ultra-fast connectivity 
�Foundations
Estonia’s digital state is built on trust, public oversight of data use, cooperation, openness, strong data literacy, widely adopted digital skills, and top-level digital expertise in the public sector.
�
Main topics and objectives of the Digital Agenda 2035:

1. A secure, personalised, AI-agent-powered digital state that safeguards freedoms
Estonia’s public services are secure, personalised, proactive and based on life or business events. Effective data governance, coordinated ICT management, resilient infrastructure and a legal framework that protects individual freedoms support the digital state.
�Expected outcomes:
Seamless, accessible and proactive services across institutional and national boundaries. 
Secure, reliable and cost-effective services with minimal administrative burden. 
Strategically managed and measurable digital government development. 
Continuous development of digital, data, AI and cybersecurity skills. 
�Future scenario: “Zero Bureaucracy”
In 2035, Epp tells her eID assistant that her family is moving to Saaremaa. With her authorisation, the system securely coordinates changes across registers, local authorities, schools and tax systems. Relevant information and personalised service offers reach her automatically.
��Objective 2. The world’s freest and most autonomous AI-enabled state, controlled by its people
Estonia uses data and AI securely and transparently across all sectors. Individuals retain control over their data, while domestic infrastructure supports secure processing and helps preserve the Estonian language and culture.
�Expected outcomes:
Human-centred and secure use of data and AI across society. 
Domestic infrastructure and trusted partnerships for developing and operating AI systems. 
Individuals control how AI uses their data and can choose less automated services. 
AI-assisted decisions are transparent and explainable. 
�Future scenario: “Zero Bureaucracy”
In 2035, a small business owner asks Bürokratt how to export handmade furniture to the EU. The system creates a personalised action plan, checks regulatory compliance, identifies sales channels, compares transport emissions and prepares an export guarantee application. The state operates as a real-time strategic partner.
�3. A secure and protected cyberspace
Estonia’s secure and trustworthy cyberspace supports its digital society, economy and statehood. Cyber defence is centrally coordinated, adaptable and based on cooperation across society and with international partners.
�Expected outcomes:
Purposeful and coordinated national cybersecurity governance. 
A society capable of preventing and responding to cyber threats. 
Strong international cooperation and a sustainable pipeline of cybersecurity experts. 
�Future scenario: “Operation Icebreaker”
During a global cyberattack against critical infrastructure, Estonia detects the threat early through international cooperation and automated intelligence sharing. Its Cyber Shield blocks the attack before it reaches critical systems, allowing energy, healthcare and payment services to continue operating.
��4. Estonia with ultra-fast connectivity
Ultra-fast, reliable and affordable connectivity is available throughout Estonia. It supports the digital state, economic competitiveness, innovation and equal opportunities.
�Expected outcomes:
A regulatory environment that supports innovation, investment and stable market development. 
Nationwide deployment of very-high-capacity, 5G and 6G networks. 
Reliable and resilient communications under all circumstances. 
�Future scenario: “Uninterrupted Connectivity”
In 2035, a storm damages terrestrial communications lines, but Estonia’s distributed network automatically reroutes traffic. Critical services—including medical drones and hospital systems—continue operating without interruption.
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Accelerate Estonia develops targeted policy recommendations for the Estonian government to solve regulatory barriers encountered by businesses, creating an environment where new innovations can thrive and contribute to economic growth.

The need for Accelerate Estonia came from the need for a unified understanding and accessibility for companies to test innovative solutions without getting bogged down in bureaucracy.

A national regulatory framework for testing – similar to a nesting doll of regulations, there is a general framework, inside which are sector-specific regulations inside which are specific projects run by specific organizations or companies. 

Example: 
First, the Economic Activities Code (EAC) gets amended to accommodate the general norms for testing,
Then, within the EAC, the specific Act, for example the Medicinal Products Act (MPA), gets amended for testing purposes,
Finally, within the bounds of the MPA, The State Agency of Medicines, in collaboration with a private sector representative (Grab2Go), has the opportunity to test their 24/7 self-service pharmacies completely legally, proving the use case and scaling abroad.


Estonia is building Europe's first holistic regulatory sandboxing system for businesses to test their unregulated or ahead-of-regulation solutions under real-world conditions. Then turn that data into action and collaborate with policymakers to update regulations. Here’s a real world example. When ride-sharing platforms like Uber and Bolt came to market, their business models weren’t exactly compliant with the laws. But countries saw the market demand and over the years incorporated those new business models into legislation. 

✔️Test your illegal solution in real-world conditions�If your innovative solution still breaks a few outdated regulations, that’s alright. Estonia’s experimentation framework will allow to test solutions currently inhibited by sectoral regulations.��✔️Data driven legislative change�We’ll update inhibiting regulations based on data from your pilots and then give you direct access to policymakers to collaboratively enable novel business models indefinitely.��Prove locally, scale internationally�Once proven in Estonia, it's easier to scale both your product and the legislative solution all across the world, with Estonia as the launchpad.��Supportive ecosystem and digital state�With Estonia's e-Residency and startup ecosystem, you can set up a business in minutes. No physical relocation needed with our fully digital public services.���Since 2019, there have been 25 projects, made possible in collaboration with Accelerate Estonia
Some examples include: 
Grab2Go portable, self-service pharmacies
Gelatex, novel food production
ÄIO, novel food production
Elektrilevi, Pattern Building project
Sunly, renewable energy futures
Nutriloop, consumer food waste reduction
Sentinel, deepfake content detection


Sources: 
Projects - Accelerate Estonia
ÄIO and Gelatex make an exit: Now is the best time to develop food innovation! - Accelerate Estonia
Grünfin’s employee investment package: Impact analysis results and key takeaways for the future - Accelerate Estonia
Impact analysis: 24/7 automated pharmacies - Accelerate Estonia
Combating Information Warfare - Accelerate Estonia
A blueprint for change: How Accelerate Estonia helped Estonia pilot the first Pattern Building - Accelerate Estonia
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So, when you see all this, you might wonder: What does the future have in store for Estonia? Well, it is clear that Estonia is doing its best to remain an innovative, efficient and successful Northern country that leads by example. Here are some of the plans that are in the works as we speak.

One of the big steps is to create what we call proactive government services. Even though 99% of public services are available digitally at this point, it would make citizens’ lives even easier if government would automatically approach them when it knows that they are entitled to a certain service or benefit. This would also further decrease the burden of bureaucracy for both the people and the state. The first of these services actually came online in October 2019 – since then, parents automatically get a notification after their child is born to ask them to which bank account, they would like their child benefits transferred.

Another big trend is that of seamless services and life events centred around particular situations, bringing different kinds of information from different authorities and databases to make life easier for us. This means with maximum one interaction, or ideally – based on existing data – automatically. Compared to current e-services, the new seamless services are supposed to function automatically and be more user-centred. If the first step of developing e-services meant making different systems communicating with each other, then life-event / business-event services are activated automatically based on the events taking place in a person’s life. The idea was approved by the government in December 2018, though the work for it started much earlier, ideas dating back to 2011. The concept of life-event service design is also embedded in the Digital Agenda 2020 for Estonia. 

Another topic for the upcoming decades is cross-border digital governance. Estonia is the 1st in the world to interconnect decentralised components of state and public sector databases on an international level via the X-Road data exchange system. This public sector data exchange facility was created in 2017 between Finland and Estonia. Depending on future policy decisions, this could mean that health, education or business data regarding Estonian citizens and entities could also be accessed by the Finnish government or private sector, regardless of whether the person lives in Estonia or Finland. Hopefully, cross-border data exchange will soon become possible between all European countries. The first cross-border digital service between several EU countries is e-Prescription and time-critical medical data exchange. Currently an Estonian can travel to Portugal, Finland, Croatia or Poland and receive their prescription medicine from a local pharmacy using their Estonian electronic ID card without ever having been to a local doctor, simply based on the prescription issued by their native doctor. The initiative applies to all e-Prescriptions prescribed in mentioned countries and to the Estonian pharmacies that have signed the agreement. The novelty of this initiative is that the e-Prescriptions are visible electronically to participating pharmacists in the receiving country via the new eHealth Digital Service Infrastructure, without the patient having to provide a written prescription.

Thinking more directly about the future, the Estonian system has set the priority to not only treat but also prevent health issues. In order to do that, the Healthcare 4.0 system will focus on personalised medicine. This means that thanks to genome-based analysis, people will become more aware of those factors influencing their health and each person can progressively become more responsible for managing their own health. If we consider that today we can only predict general health trends, then in the future more personal health consulting will be available based on the analysis of the person’s health account. This should greatly improve the treatment quality for patients across Estonia and simultaneously save the medical sector as well as health authorities valuable time and money.

Thanks to the digitalisation processes in the government, Estonia’s public sector is saving vast amount of time and paper, as many previously manual bureaucracy has now been automated and registries, documents and data exchanges turned digital. However, we must not pretend that digital does not have impact. Current global IT sector consumes approximately 5-9% of all global energy consumption and is responsible for around 2% of global waste. Being a highly digitised country, Estonia is also conscious of the footprint ICT has, and has conducted a survey (https://e-estonia.com/wp-content/uploads/green_digital_analysis_english.pdf) to measure it more properly and take actions towards reducing it. It was found that the summarised CO2 footprint of the workplace devices used in Government authorities amount to 26,000t of CO2, equal to the usage of 5,555 diesel cars with a 20,000km mileage per year. The suggestions from the survey are integrated to the Digital Agenda and to be a more conscious and sustainable digital state, Estonia commits to:
consolidate server parks into data centres that operate on sustainable energy, or be self-sustained from the heat emitted from the hosting;
introduce budget conditions that favor sustainable ICT solutions and devices rather than rewarding cheaper solutions that in the long term are more wasteful and increase consumption;
raising the awareness and competences of the workers in ICT sector to encourage them into making more sustainable choices, avoid unnecessary requirements, and be smarter in procuring ICT solutions;
develop and encourage the regular measuring of the environmental footprint;
prolong the life cycle of ICT devices by preferring premium devices with a longer life cycle and encouraging renting model to buying out devices;
encourage using the cloud service more prevalently;
use sustainable coding practices and design the software architecture to fit the needs and avoid over-developing just in case;
popularising regular cleanup of digital trash;

All these future plans are one way, or another being implemented only today, so it’s safe to say that ESTonishing future is already here to make the seamless e-services available for every user location and time independently.
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Although, Estonia has been able to construct a functioning digital society, the success also extend across borders and has inspired several other countries to follow suit. Also, there are good international collaboration formats that enable to share Estonia’s know-how and lessons learned that are potentially useful to keep in mind. These are just few examples of how Estonia is adding value to digitalisation on an international scale. 

As the digital frontrunners of Europe, the signatory D9+ countries seek to contribute to the formulation of the roadmap and the 2030 goals for Europe in terms of digitalisation and technological advancements. Estonia meets together with other D9+ countries twice a year. The current membership of the D9+ group includes Estonia, Denmark, Finland, Sweden, the Netherlands, Luxembourg, Belgium, Spain, Ireland, the Czech Republic and Poland.

Estonia was a founding member of D5 that eventually developed into Digital Nations (https://www.leadingdigitalgovs.org/). Digital Nations consists of leading digital nations to harness the potential global power of digital technology and help one another to become even better digital governments, faster and more efficiently through sharing and learning from each other. Founded in 2014, each participant agrees to lead by example and contribute with its expertise on a non-binding, voluntary basis. The participants are connected by the principles of user needs, necessary safeguards, open standards, open source, open markets, open government, digital inclusion and accessibility, digital skills and training, co-creation and experimentation, and sustainability.

Our ICT companies are helping other countries to create interoperability, ensure cybersecurity, create digital IDs, build key infrastructure components, contribute to e-health, e-education and so much more. Additionally, if countries need assistance with creating strategies or plans to start then modernising their digital nation or further developing it, we have several companies just for that. They are actively helping countries and international organizations with digitalisation efforts and ensuring that digitalisation would go smoothly. Find out more information about the private sector created solutions in Estonian Tech & IT Solutions (https://digiexpo.e-estonia.com/)

More specific use cases where Estonia’s experience has proven to be relevant in other countries:
Nortal (https://nortal.com/insights/nortal-to-help-oman-introduce-vat/) has partnered up with Oman to provide the necessary technical solutions and establish the infrastructure for the implementation of effective tax collection.
For the X-Road’s “cousin”, called Trembita (https://e-estonia.com/deployment-of-trembita-system-in-ukraine-a-milestone-for-estonian-digitisation-efforts/) E-Governance Academy, the non-profit think tank, worked with Cybernetica, the Estonian IT firm behind its X-Road data exchange infrastructure, and Ukraine’s Ministry of Digital Transformation. With a successful partnership along several years, it’s not just implementing a single technology, but through systematic exchange of know-how, governance principles and regulatory suggestions, the aim has been transferring expertise to Ukraine so that it can continue to refine its ecosystem, just as Estonia does.
Roksnet (https://e-estonia.com/tropicalizing-e-government-inside-roksnets-collaboration-with-mexicos-queretaro-state) partnered up with the State of Querétaro in Mexico, to support enforcing the Digital Querétaro project that has multiple pillars of which the X-Road serves as a core platform. One is to transfer its government resources and services and make them interoperable and accessible via a single platform. Here, the Estonia’s expertise building digital ecosystems has been a solid part of success.

These are only few examples of the tens and tens solutions globally where Estonian companies are sharing their expertise, competence and experience. Estonia’s ICT cluster (https://itl.ee/en/ict-case-studies/) publishes the references from all continents where different Estonian companies have government contracts. From interoperability solutions to tax services, from subsidy portals to production control, from supreme court systems to fully automated traffic solutions - you name it! 

Besides public sector cooperation and public-private, we are proud to have NGOs that are actively making sure that key components of digital societies stay strong and that countries can start laying the Foundation for a well-working digital society. 

Nordic Institute for Interoperability Solutions (NIIS https://www.niis.org/) has a mission to ensure the development and strategic management of X-Road and other cross-border solutions for digital government infrastructure. The republics of Estonia, Finland and Iceland are the founding members of NIIS. NIIS is both a network and cooperation platform and executioner of IT developments in members’ common interests. The institute focuses on practical collaboration, sharing of experience and promoting innovation. The operating model of the institute is something unique in the world.



lessons lear

be boldest

=

B Fii AHERTL
+ digital-minded leadership gﬁ Ha i Li!i
+ keep it short and simple | “ ;2;
+ transparency works L UG
+ shared platforms are quicker '::; 'Em | <__
+ service design matters P 5
+ public-private partnership g
+ start-up mentality ' g

Fal®, |



Presenter Notes
Presentation Notes
As we are nearing the end of this presentation, what are our main takeaways? Well, here are a few points to bear in mind for your digital journey.

First, digitalisation is rarely a question of technology. The technology exists today. Right now. Ideally, you need digital-minded leadership that is determined to make e-governance a reality. Estonia had this general push for digitalisation in the 1990s which propelled the country to where it is today. It wasn’t used as a tool to gain political profit, rather the genuine desire to make Estonia one of the coolest societies in the world where people would enjoy living. Motivation to drive the change is an essential ingredient in succeeding on the digitalisation journey. In addition to regulations, strategies and the enforcement of the political will, government workers also need to be motivated in wanting to improve the existing way of working, instead being simply reactionary to official obligations imposed by institutions superior to them.

Second, short and simple laws and online services are crucial. They need to be understandable and graspable to the general population and simple for government authorities and private sector companies to enact and follow.

Transparency must be upheld to maintain the trust of society. This must also be the case in a situation of crisis – when Estonia faced a theoretical weakness in its ID cards, it practiced open and daily crisis communication with the population. More generally speaking, transparency also helps avoid data siloes and corruption inside state authorities. By-default trust cannot be expected from the citizen, so instead, the Government has to practice transparent governance and provide an objective truth, especially during technological flaws, data loss or corruption, or in other difficult situations.

Shared platforms like the X-Road have sped up the development of new services immeasurably and made it easier for new players and stakeholders to join the data exchange network. This is simpler, cheaper and faster than if every entity attempts to reinvent the wheel. Also, enabling a convenient and safe integrated ecosystem of public and private sector services so the citizens have bigger incentive to use them through a government-issued digital ID. Similarly, coordinated working or steering groups help to agree on concrete actions and set accountability, because without clear ownership of a product or process there is no real responsibility to drive the change or deliver objectives.

Service design is irreplaceable and needs to be addressed more than ever. It has to be citizen/customer-focused. As an example, digital medical prescriptions are easy to use, as you only need to take your ID card to any pharmacy in the country. Because of this accessibility and user-friendliness, within 9 months Estonia had reached a share 99% of prescriptions being digital. This idea seems to get lost in government systems: the end-user is the citizen, not the government officials.

Estonian government has been very open towards public-private partnerships. The logic was simple: the government would set certain parameters and service expectations, but the execution was left to the specialists in the various areas that usually reside in the private sector. It has been and continues to be a profitable collaboration which is why Estonia can implement emerging technologies fast and bring technological innovation to the government level.

Finally, the start-up mentality has guided the decision-makers and civil servants. A simple pragmatic “let’s do it” approach that has allowed testing of various solutions and when proven to not function or not according to the users’ needs, pivoted and re-designed. Not being paralyzed by fear of faulty solution or incomplete regulation, testing and at least providing an opt-in option for the early adopters to build the coolest digital state.
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And this marks the end of my presentation about e-Estonia – its past, its present and its future. I hope you learned something new today and are going home with lots of food for thought. Also, I can highly recommend staying up-to-date with what’s happening in digital Estonia. You can do so by visiting e-estonia.com or following the various social media channels. Thank you for your attention! 
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